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Strategic Information Technology Plan

The Strategic Information Technology Plan for the Commonwealth of Kentucky has been developed to
provide a framework and a set of drategies for the utilization and management of information technology
within Commonwedth government. The plan is part of an overdl effort in conjunction with the
EMPOWER Kentucky project to enhance the use and management of information technology
resources. There are severd other documents which provide more detailed and more tactica
approaches to these issues. These documents include:

Emerging Technologies Report

Commonwesdlth Information Technology Architecture and Standards
EMPOWER Kentucky Integration Report

Chief Information Officer and Information Technology Organization Report
Information Technology Infrastructure (Network and Training) Project

Implementation of this plan and these additiond efforts referenced above will provide the detailed
tactica plans necessary to support the objectives defined in the plan and in the EMPOWER Kentucky
Blueprint.

The plan is divided into five sections. Each of the sectionsis listed below with a brief description of its
content.

l. Executive Summary

The Executive Summary provides ahigh level overview of the key components of the informeation
technology (IT) plan. The summary provides an overview of each of the following sections except for
the appendices.

. Principles, Objectives and Strategies

This section defines five guiding principles for the use of information technology in the Commonwedlth.
Objectives are defined for each of the guiding principles and a set of Strategies have been identified for
each objective. All IT related projects must conform to these principles, objectives and strategies.
Agency and department IT plans must conform to the principles and objectives.

[I1.  Public Palicy Implications
This section discusses the Public Policy issues related to the deployment of information technology
within Commonwedth government.

V.  Plan Review and Key Implementation Steps
This section describes critica success factors for successful plan implementation and the key steps
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necessary to implement the plan. Plan review and modification steps are included.

V. Appendices
The appendicesinclude a glossary, the acceptable use policy for internet and email, the results of the
internad assessment and recommended large project management guidelines.
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|. Executive Summary

Strategic Information Technology Plan Methodology and Approach

Background

The charter of the Kentucky Information Resources Management (KIRM) Commission provides for the
development of an enterprise wide Strategic plan for the use of information technology within
Commonwed th government including the development of an IT architecture and Sandards. The
EMPOWER Kentucky project identified a need to develop a strategic information technology plan
including an information technology architecture and technology standards. EMPOWER Kentucky hed
previoudy conducted a study of emerging technologies and their utilization within the Commonwedth.
This effort was followed by afurther review of eight of the technologies identified as the most likely to
be implemented in EMPOWER Kentucky initiatives and the impact of these technologieson the IT
organization. These efforts supported the development of the Strategic Information Technology Plan.

Threekey technology initiatives ar e necessary to support EMPOWER Kentucky and position the
Commonwealth for the future, based on the direction established in the current technology work. While
theseinitiatives were identified through EMPOWER Kentucky their scope is Commonwealth-wide.

Develon Stratenic Provide Commonwealth
. Develop IT Information Trainina for hnol
Develop I T Architecture Standards Svstems Plan T Staft Technoloagy
Framework

i i ; Investigate
Aoooint Chief |nvestiaate Investicate Applied Oraanization
Implement | T Oraanizational Information Competencv

Officer Teams IT Cost Research and & Support

Chanaes Allocation Development Chanages
Group
Identify . )
Identify V r Identif
EMPOWER dentify Vendo dentify EMPOWER
EMPOWER K K Partner Network Proi

Proiects entuckv Obportunities Uparade roi egt

Technoloav Requirements Integration

Overlaps

This plan addresses the first of the three sets of initiatives, with separate reports planned for the other
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initigtives. The EMPOWER Kentucky implementation funded the development of this strategic planin
cooperation with the KIRM Commission. While the plan development was funded by EMPOWER
Kentucky the scope of the plan is much broader than the current approved and funded implementation
projects of EMPOWER Kentucky and includes dl 1T activities within the Executive Branch of
Commonwedth government. The plan was developed by ateam of information technology leaders
from Commonwedth government with ass stance from the Ddloitte & Touche Consulting Group.

While grategic plans have been developed in the padt, thisis the first effort by the Commonwesdlth to
cregte atop-down enterprise level strategic plan including a process for updating the plan on aregular
bass. Additionaly, an information technology architecture and standards have been developed in a
pardld effort and have been published as the Commonwedth of Kentucky Enterprise Information
Technology Architecture and Standards. The Enterprise Information Technology Architecture and
Standards document serves as a companion document to this strategic plan.

Purpose

The Commonwedth Strategic Information Technology Plan provides aframework for the effective
management of IT in the Commonwedth. The primary role of information technology is to support the
business objectives of the Commonwed th and to facilitate agency efforts to provide efficient and
effective services to the ditizens of the Commonwedth. The plan will guide agencies in the devel opment
of their technology planning, currently encompassed in the Information Resource Plan (IRP) process.
Agency plans and ongoing activities will be reviewed for congstency with the strategic plan.

The plan dso provides a foundation for an enterprise wide gpproach to the management of information
technology. The Commonwedth isin an organizationd trangtion from functiona sllosto a process
oriented environment. Many future technology efforts will cross multiple cabinets with asingle god of
providing services to the citizens of Kentucky. This environment requires technology which can
communicate, interoperate and share data and resources while reducing the costs associated with
training and support through the use of an enterprise architecture and standards for IT.

This plan is not intended to limit or stifle department or agency crestivity but to provide agable
infrastructure and environment in which to solve common business problems faced by many agencies
and to alow the agencies to collaborate on sgnificant efforts. The plan is built on the assumption of an
I'T management model which utilizes the best features of both centralized and decentrdized IT
management, support and decison making.

The plan aso provides a foundetion for the development of the IT architecture and standards. The
architecture and standards are criticad to ensuring the ability of multiple cabinets or agenciesto share
resources including applications and data. The standards provide for interoperability, consstency and
more effective management of training and support costs. Exceptions may be necessary and these will
be based on abusiness case anadysis.
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Approach
The development of the strategic plan involved the following steps:

Assessment of Strengths, Weaknesses, Opportunities and Threats of Current IT
Environment
Definition of Commonwedth Information Technology Guiding Principles
Definition of Commonwedth IT Objectives
Definition of Commonwedth IT Strategies
Issuance of the Interim Report
Review of Strategic Plans from Other States
Definition of Architecture Directions for Architecture and Standards Team
. Data Principles
Applications Principles
Deve opment and Deployment Principles
Technology Principles
Infrastructure Principles
IT Management Mode
Defmltlon of Public Policy Implications
Definition of Critical Success Factors
Definition of Strategic Plan Review and Implementation Steps

Technology Initiatives in Other States

As part of the Strategic Information Technology Plan, technology initiatives in other states were
reviewed to gauge where Kentucky ranked in repect to these states. Although not comprehensive, it
demongtrates that Kentucky is facing many of the same issues as other states and that the breadth and
depth of current or proposed investment in information technology is equal to or larger than these States.

For example, Cdlifornia, Texas, Rhode Idand, Tennessee, Montana and Michigan are evauating and
sdlecting new financid systems. Many othersincluding Arizona, Florida, Massachusetts and Hawaii are
congdering new financid, human resources and payroll sysems. Numerous large cities, who will spend
equa amounts on financid systems smilar to the expenditures Kentucky will incur, include New Y ork
City, Los Angdles, Chicago and Ddlas. With many of the afore mentioned states and cities there have
been sgnificant investments in imaging, internet, mobile computing and reationa database technology.
In Massachusetts, imaging technology is being implemented in the courts, regulatory agencies and
revenue. Pennsylvaniais congdering new procurement systems including e ectronic commerce and
smart card components.

In the private sector, many large companies are focusing on enterprise-wide transformations of
information systems and business processes. Citibank, Ford and Owens Corning are investing tens of
millionsin new financid systems operating in distributed, client/server architectures.
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Many of these cities, States and private companies have Smilar sized IT budgets, technology congraints
and resource limitations when compared to the Commonwedth of Kentucky. The chalenges are smilar
and therefore, the ideas and solutions should go beyond the public sector and dso consder what the
private marketplace is doing to solve their IT problems.



Commonwealth of Kentucky

Strategic Information Technology Plan

Information Technology Vision

The vison for information technology (IT) use within the Commonwedth includes the development of

an enterprise (Commonwed th) wide focus to the application of IT, afocus on the customer and an
emphasison usng I'T as an enabler in business process reengineering efforts. The following chart

depicts the changein IT philosophy.

Current

Aaencv Focus
€ Plannina done at agency or lower levels
< Limited inter-agency system devel opment

Hardware and Software Diversity
< Recommendations

< Hiah supoort requirements

€ Character based applications

Limited Emeraina Technoloav skills
€ Limited and diffused skill base
< No sharina of resources

Functional scope

< Manual and paer based

< Redundant data canture and storace
< Vertical (functional) apolications

N

~

Proposed

» Enterporise Focus
e

Enterorise wide strateaic plannina coordinated
with agency and department plans
< Laroe scale inter-agencv proiects

IT Architecture and Standards

< Standards

< Economies of scale sunoort opportunities
€ Common Graphical User Interface

Enterprise Wide Combpetencv Teams
€ Sharing of technical skills across cabinets
< skill and knowledae transfer

Process Based

< Electronic transactions

€ Shared data. relational databases

< Horizontal (intearated) aoolications

Information Technology can be used to provide higher quadity servicesin amore cost efficient manner
through process improvements include reducing cycle time, providing more timely and convenient
access to services, and/or reducing the costs of government service. The EMPOWER Kentucky
initiatives are examples of using technology to enable processimprovements. As the Commonweglth
changes its business processes to be more customer oriented and to provide effective cross cabinet
sarvices, Information Technology management must adjust accordingly.

Information Technology is not a“slver bullet” and expectations for the use of technology must be

managed. Applying technology to an ineffective or inefficient process will produce only margina results

at best and may actualy result in higher cogts or less efficient service. The emerging technologies
present many opportunities for agenciesto revise their business processes and increase the level of
customer sarvice. I T planning must be tightly integrated with business planning in order to provide the
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greatest amount of benefit.

The likely success of IT projects can be increased by careful and thorough planning which includes a
cos/benefit andlysis as well as amulti-year cost of ownership including hardware and software
maintenance, ongoing training, support and operations. Theinitiad investment in hardware and software
is often asmdl portion of the expenditures necessary to successfully implement and support the
technology. Training, support, upgrade and replacement are important and must be factored into the
cost of ownership model and the budgeting process.

Throughout this document are references to changing the gpproach to IT to more of an enterprise wide
activity. The term enterprise is used to denote the state government of the Commonwedth. While
cabinets or agencies may be referred to aso as enterprises, for the purpose of this plan the term
enterprise will dways refer to the Commonwedlth government.

The drategic plan is part of an overdl framework for the use of information technology in the
Commonwedth. TheIT standards support and provide more detail for the IT architecture. ThelT

architecture supports the guiding principles, objectives and strategies defined in the Strategic Plan. The
drategic plan supports the enterprise in obtaining its business god's and objectives.

Framework for the I T Strategy,
Architecture and Standards

Enterprise Mission and Vision

Guiding Principles
Strategic Level

Objectives and
Strategies

/ / \ \T Architecture
Tactical Level
/ / \ \ IT Standards
IS

Data Application Technology
Management
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The Commonwedth I T direction is gpelled out in a series of documentsincluding this Strategic Plan, the
Commonwedth IT Architecture and Standards, and the EMPOWER Kentucky Integration Report.
The IT Architecture and Standards development was guided by a set of principlesfor six key
architecturd areas including data, gpplications, technology, development and deployment, infrastructure
and IT management. These principles were provided to the team developing the architecture and
gandards for their guidance. A more detailed discussion of these principlesis contained in the IT
Architecture and Standards document.

IT Architecture and Standards Guiding Principles

The following isasummary of the principles provided to the architecture and standards team for their
usein development of the IT Architecture and Standards.

Data Principles

The Commonwedth will move from an environment where there is little or no data sandardization and
sharing to one in which datais commonly collected once and utilized many times. Thiswill reduce
duplication, inconsstencies and errors.

Applications Principles

The Commonwedth will move from “stovepipe’ gpplications to systemic type applications. For
example, the new systems for Simplified Adminidrative Services, Smplified Revenue and Smplified
Accesswill each replace severd legacy applications with an integrated pplication. An gpproach to
managing the goplications portfolio will be developed. A plan for the life of each application and its
eventud replacement will be identified.

Technology Principles

The key technologies used by the Commonwedlth will be built on a common architecture and standards.
Thiswill ensure the interoperakility (ability to share information and resources) and communication
among applications and systems while keeping support and training costs managesble.

Development and Deployment Principles

A common project management model will be developed. This modd will include more participation by
programmeatic managers and senior management in the case of large projects. Reuse and sharing will be
strongly encouraged across Cabinets and projects. The use of commercid applications rather than
custom development will be emphasized.

Infrastructure Principles
The infragtructure will be managed from an enterprise perspective and will utilize the concept of shared
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sarvices where effective. The infrastructure will be leveraged to provide a solid foundation for large and
small applications. An enterprise-wide mainframe data center (Commonwedlth Data Center) and the
use of the Kentucky Information Highway (KIH) as the wide area network are important architectural
directions. The network topology will include TCP/IP as the protocal for traffic over the wide area
network and ethernet will be the primary protocol for loca area networks.

IT Management Model Principles

An enterprise wide focus to the management of IT will be developed. The implementation of the Chief
Information Officer podtion will drive the restructuring of the organization modd for IT management.

Internal Assessment

The gtrategic planning team performed a strengths, weaknesses, opportunities and threats (SWOT)
andysis of the current IT environment in order to provide input into the development of the objectives
and drategiesincluded in this plan. The SWOT analyss was based on andysis done during the early
portion of EMPOWER Kentucky and brainstorming sessions held with the planning team. The results
were clarified, reduced and prioritized to produce the interna assessment. A more detailed discussion
of each point is contained in Appendix C.

The Commonwedth faces many of the same chalenges as other state and local governments including
limited resources, the Y ear 2000 problem, welfare reform, recruiting and retaining I T staff, and staying
current with technology advancements. The Commonwedth, for the most part, is supporting an aging
goplications portfolio. Three of the largest EMPOWER Kentucky initiatives (Smplified Access,
Smplified Administration and Smplified Revenue) involve replacing, upgrading or enhancing legacy
goplicaions. A drategy for managing the application portfolio must be developed. Applications should
be categorized as those that must be replaced, those that will be maintained and those that need
sgnificant restructuring or refurbishing.

The cost of complying with the objectives and strategies defined in this plan and with the IT architecture
and standards being developed in concert with the plan will be significant in some cases. The
implementation phase of the plan will include the development of an impact analysis which will identify
potentia costs associated with implementing sections of the plan. A business case andyss may indicate
that it is not feasible to comply, at least in the short term, with some or dl of these directions. New
methodol ogies and approaches to budgeting for, and funding, I T initiatives will be identified and
evauated by the Chief Information Officer and cabinet I T leadership to minimize the cost of compliance.

Because of actions aready taken, the Commonwealth does not face some of the challenges faced by
many other states including the consolidation of multiple data centers, establishment of awide area
network, and significant troubled IT projects. The Commonwedth utilizes a single data center which
can be leveraged even further to reduce support costs. The Kentucky Information Highway is viewed
by many other states as a modd for both public-private partnerships and a state wide communications
backbone.

10
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The following is abrief summary of the SWOT andyss.

Strengths

The Kentucky Information Highway, the KIRM Commission and the embracement of business process
reengineering methodol ogies were among the strengths identified for the current environment. The
grategic plan will build on these srengths. A high leve list of the strengths includes:

The Kentucky Information Highway and Kentucky TeleLinking Network

KIRM Commission

A baseleve architecture and standards including a structured methodol ogy

The devation of IT within the cabinets including gppointment of agency IRMs
. A sngle agency (Department of Information Systems ) overseeing computing
infrastructure and shared resources

The current adminigiration’ s commitment to technology.

The embracement of Business Process Reengineering and smilar concepts

Proactive public policy in targeted areas

Quality IT people resources

Weaknesses

The current Commonweglth procurement process, current Commonwedth personne practices, lack of
an I T architecture and lack of accountability with existing agency Information Resource Plans are among
the weaknesses identified. Strategies will be identified to improve upon these areas. A high leve list of
the weaknesses includes:

The T procurement process

Personnel practices for recruiting, retaining and rewarding I T professonds
Comprehensive and consistent I T architecture

Adequate investment in IT

An enterprise asset manegement Strategy

Accountability with Information Resource Plans

Traning for IT managers

The ability to respond to rgpid change

Business grategic and tactical planning

Understanding of records management policies

Opportunities
Opportunities such as the emerging technologies, information highway capabilities and increased

11
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management awareness of technology will be exploited by the sirategiesincluded in the plan. Mgor
identified opportunities include:

- Emerging technologies including, but not limited to, internet, workflow, and ectronic
commerce
- Information highway capabilities including video conferencing, internet access, and
disance learning
- EMPOWER Kentucky's emphasis on technology, process redesign and funding
- Shared central resources including the mainframe and centralized operations support
- State-wide eectronic mail network.
- Partnerships with state agencies, federad agencies, loca governments and vendors
- Increased management awareness of technology
- Enterprise licensing for software and leveraged buying for hardware and services
- Geographic Information Systems (GIS) standardized data (basemap)
- Providing enabling technology to field staff to support service ddivery
- Improving technology where current useis limited
- “Off the shelf” software available to replace lengthy development
- Selected use of outsourcing Smilar to the private sector (as appropriate) to supplement
exigting resources or to provide skills which do not exist within Commonwedth
resources
- Leveraging previous projects such as KETS and sharing resources
among projects such as the proposed model courthouse

Threats

Threats, including the Y ear 2000 problem, antiquated laws and regulations and unmanaged
expectations, must be acknowledged and planned for to ensure that they do not create an unsatisfactory
information technology environment. These threats include:

- Antiquated laws and regulations related to information technology

- The Year 2000 problem

- Security of technology, applications, data and networks

- Inability to attract and retain the information technology resources with the required
kil sets

- The budget process which often pendizes agencies for being efficient and saving
money

- Inability to manage and meet users expectations

- The short technology lifecycle

- The rdiance on networking/potentid collapse of internet

- Proprietary products

- Federd mandates and legd rulings affecting existing systlems, new acquisitions and
funding availability

12
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- A lack of customer acceptance and confidence, resistance to change, hidden agendas

Information Technology Guiding Principles

The following principles are key statements of direction related to information technology and its ability
to serve as an enabler to meet the needs and god's of the Commonwedth government. These guiding
principles are intended to provide an environment in which the Commonwedlth can achieveits
objectives related to providing high level cusomer service. The principles are interrdlated and meant to
provide a cohesive approach to IT. While objectives and strategies are defined for each principle they
must be viewed within the context of the tota environment described in this section of the plan.

Support the business objectives of the Commonwedth government

Conduct Commonwedth business eectronically

Treat information as a srategic resource

View technology investments from an enterprise perspective

Ensure dectronic access to information and services while maintaining privacy

Principle One: Support the business objectives of the Commonwealth
government

The primary role of information technology is to support the business objectives of the Commonwedth.
Information technology can enable improvements in business processes including reduction of costs and
cycdetimes. Technology has alimited vaue when not gpplied to the business objectives and goas of the
organization. 1T planning, budgeting and management must be closdy integrated with the business
planning, development and management to ensure that I T is being applied effectively and efficiently.

This planning should include business recovery planning. As processes become more dependent on
technology it is critical to develop a continuity plan to be utilized in the event the technology is not
available. Effective busness recovery planning can mitigate the damage from a short term technology
outage or along term problem caused by anaturd disaster.

Current Status: This plan isthe beginning of anew processfor IT planning in the Commonwedth.
Currently, thereislittle integration of IT planning with business planning or with the budgeting process.
Thereis an opportunity for significant improvement in thisarea. EMPOWER Kentucky has provided a
mode for utilizing informeation technology to improve key business processes

Principle Two: Conduct Commonwealth business electronically

Commonwedth business can frequently be transacted more efficiently and effectively utilizing
information technology to support the process. Electronic commerce technologies including the World
Wide Web (WWW), ectronic data interchange (EDI) and e ectronic funds transfer (EFT) can speed
the process of business transactions and reduce the amount of manual intervention required. The

13
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WWW can dso be used very effectively for publishing documents.

Electronic mall is dready in wide spread use within the Commonwedth but can be used more effectively
for communication and to reduce the production of paper documents. Electronic forms hold the
promise of additional opportunities to reduce the amount of paper being collected and processed.
Electronic forms can dso increase the accuracy and timeliness of the data.

Current Status: While there are some examples of eectronic commerce in use in the Commonwedth it
isreatively limited & thispoint in time. There are anumber of Sgnificant initiatives on the horizon
including Electronic Benfits Transfer and the use of EDI in the new integrated financid system.

Principle Three: Treat information as a strategic resource

Information isacritical asset of, and owned by, the Commonwedth. It must be managed from an
enterprise perspective to ensure accuracy, integrity and avallability. Thisincludes developing a
methodology or structure for sharing data across functiond, technical and organizationa boundaries.
Agencies and departments act as custodians or stewards of the data and facilitate the sharing and reuse
of thedata. Only the data necessary to support the business objective should be collected. Data
should be collected once and used many times. Duplication increases the likelihood of erroneous data
and of having different vaues for the same piece of data.

There are many terms for data used for decison making including decision support systems, executive
information systems and data warehouses. While these technologies can provide sgnificant benefits to
decison makersthey can only be effective if the datais timely, accurate and consstent.

Current Status: Thisisthe areawhich requires the greastest amount of attention by the
Commonwedth. Currently, thereis very little sharing of information among gpplications or systems.
There are no Sandards for data definition or usage. The IT architecture and standards will begin this
process but the process must continue beyond the level of detail to be included in the architecture and
sandards document. The cregtion of standard data definitions, formats and values will require the
participation of both IT professonds and functiona experts.

14
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Principle Four: View technology investments from an enterprise perspective

Technology investment decisions should be made from an enterprise perspective and not that of asingle
cabinet or agency. An enterprise wide focus is necessary to ensure that the Commonwedth's limited IT
resources are being utilized in the most effective manner. Many mgor business processesin the
Commonwedlth cross two or more cabinets. A strong technology infrastructure is required to support
both enterprise wide applications as well as cabinet or agency specific projects.

A strong IT architecture and standards are required to ensure the interoperability, compatibility and
shared usage of technology resources. The architecture and standards provide a foundation for building
IT applications.

New IT projects must identify the impact on the enterprise and on the customer. The customer may
dready beinteracting with one or more other Commonwedth IT applications. These existing systems
can be leveraged to reduce costs and provide improved service to the customer.

Current Status: The development of the architecture and standards along with arelaively strong
infrastructure (data center, wide area network, eectronic mail) makes this principle the strongest
currently. The implementation of the CIO modd for the management of IT within the Commonwedth
will further the development of an enterprise focus to the management of IT.

Principle Five: Ensure electronic access to information and services while
maintaining privacy

Information is of little vaue if access to the information is not readily available. Providing efficient
electronic access to information requires a strong infrastructure and a standard set of navigation methods
and tools. Providing access to information is often a double-edged sword. The Commonwedlth must
ba ance the need for easy accessto information againgt the privacy and security requirements of the
information. Adeguate privacy of persondly identifiable information must be included in al dectronic
access methods.

Current Status: The Commonwealth continues to increase the amount of information and services
avallable dectronicdly but the additiona posshilities for eectronic access and services are dmost
endless. The chalenge will be to provide adequate privacy and security and a the same time make
access widdy avalable. Currently, the vast mgority of citizens of the Commonwedth do not have
access to the internet.

Public Policy Implications Related to the Information Technology
Plan

Technology and the ability to utilize it, have eclipsed current Commonwealth policies and procedures
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designed to address concerns over use and misuse, access, security, management and costs. Without a
proactive and articulated set of guiddines, the best interests of government and the people are not well
protected. Private industry can build and manage statewide networks, provide the information tools,
and develop many of the applications that use the networks. Public agencies will be responsible for
most of the information resources management and service deivery concerns. In the ever more
complex, technologica and bureaucratic information environment of the next decade, the issue of
access, digita records, security, privacy and eectronic government will certainly require much more
attention from our legidative leaders and policy makers.

Severd of the more prominent public policy issues are outlined in the detailed Public Policy section.
Theseissuesinclude:

Equitable Access

Electronic Records Management

Privacy

Security

Network Literacy and User Training for Access Services
Intellectua Property Rights

Adherence to Standards

Cost and Pricing

Public - Private Partnerships with Business Condtituents
Tdecommuting

Impact on Other Government Agencies

Incentives or Mandates for Electronic Commerce

Plan Review and Key Implementation Steps

Critical Success Factors

Thefollowing have been identified as factors thet are critical to the successful implementation of the
Strategic Information Technology Plan. Each of the factors must be achieved in order to maximize the
potential benefits of the plan.

Senior Management Commitment and Leadership
Cross cabinet cooperation and coordination
Sugtained commitment to Business Process Reengineering
Willingnessand commitment to share information and standardize data
Implementation of CIO position
Satisfactory resolution of Y ear 2000 problems
Agency Paticipation in Setting IT Directions
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Compliance/Adherenceto IT Architecture and Standards
Changes in Personnd Practices

Managed Expectations for IT Initiatives

Cultura Change

Enabling Legidation

Education/Training

Key Implementation Steps
The following steps are necessary for the implementation of this plan:

Plan Acceptance and Adoption by Senior Management and the KIRM Commission

Appoint a Strategic Plan Implementation Team

Implementation of the CIO Position

Executive Orders and Policy, Procedure, Regulatory and Statutory Changes

Acceptance and Adoption of Commonwesdlth Information Technology Architecture and Standards
Prioritization of Plan Objectives and Strategies

Development of Detailed Work Plans

Reengineering of the IT Planning Process

Monitor Plan Implementation, Assess Results and Modify Plan
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ll. Principles, Objectives and Strategies

The following section provides the details of the strategic plan. Each of the five guiding principles has a
Set of objectives defined to support the principle and each of these objectives has a number of strategies
defined to assigt in obtaining the objective. These principles, objectives and drategies are to provide
guidance to agencies and departmentsin the cregtion of their information resource plans. The
implementation of the srategic plan will prioritize the Srategiesidentified in this section and assign
specific tasks to specific individuals to ensure attainment of the objectives.

Technology Objectives and Strategies Related to Principles

Principle One: Support the business objectives of the Commonwealth
government

1. Objective - Provide competitive service delivery through effective IT investment

Strategies

1. Integrate IT planning with the development of business objectives to ensure dignment of IT and
busnessgods. IT planning and business planning must be integrated to ensure that limited 1T resources
are being used to support the main goas and objectives of both the agency and the Commonweslth.

2. Link the IT budgeting and funding process to the business objectives as defined by cabinet
leadership. IT resourceswill be alocated based on the priority of Commonwedlth business objectives.
3. Create an IT environment which supports rapid response to changing business needs. Create a
flexible and respongve I'T environment which is capable of responding to the rgpid change in technology
to meet current and changing business needs.

4. Utilize performance measurements and review processes to judge the effectiveness of IT projects.
Information gathered from post-implementation reviews will be very vauable in the development of
future projects.

5. Develop aplan for managing the I T gpplications portfolio. Identify opportunitiesto direct funds
towards new technologies rather than maintaining legacy applications.

6. Review the cabinet and agency IT strategic planning process and resulting plans to ensure dignment
with business planning processes and the I T srategic directions and architecture.

2. Objective - Assess business processes for effectiveness before applying information
technology solutions

Strategies
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1. Adopt Business Process Reengineering (BPR) as part of the systems development lifecycle. The
systems development lifecycle will be modified to include business process reengineering prior to any
actua systems development work being performed.

2. Continue implementation of an infrastructure including network, hardware, software and
organizational components capable of supporting EMPOWER Kentucky initiatives. The infrastructure
and training must support and sustain the EMPOWER Kentucky initiatives.

3. Continudly examine best practices of other agencies, governments or private sector organizations for
potentia application to Commonwesalth process improvements.

3. Objective - Ensure that adequate and effective business recovery procedures are established

Strategies

1. Edtablish Commonweslth, Cabinet and/or Department level business recovery plans which identify
potentia risks and the stepsto be taken if the risk would occur. These plans should include the required
I'T resources and environments, manua processing, critical gpplication and data recovery, facilities
support and key management contacts and communication plans. Business recovery plans will be
developed for dl leves of IT activity. Standard templates to assst in the development of business
recovery planswill be created and distributed.

2. Review and test business recovery plans on an annua basis. Business recovery planswill be
reviewed and tested to ensure their ability to respond to a businessinterruption in a satisfactory manner.

Principle Two: Conduct Commonwealth business electronically

1. Objective - Utilize electronic commerce technologies to reduce costs and improve service

Strategies

1. Utilize dectronic transactions, as opposed to manud transactions, for conducting normd internal
business processes such as using direct deposit rather than printing a paper check.

2. Adopt enterprise-wide standards for Electronic Data Interchange (EDI), Electronic Funds Transfer
(EFT), dectronic sgnatures, interactive voice response and World Wide Web (WWW) based
transactions. These slandards will facilitate transacting business utilizing € ectronic means thus reducing
cycletime and transaction cods.

3. Establish requirements for business partners to exchange business transactions eectronicdly. The
electronic exchange of datawill reduce paper processing and cycle times.

4. Edablish an Electronic Commerce infrastructure and coordinating organization which will support
Commonweslth business objectives.

19



Commonwealth of Kentucky Strategic Information Technology Plan

2. Objective - Promote increased use of electronic communication

Strategies

1. Maximize the usage of dectronic mail and workflow to improve communication and improve service
and accountability. Electronic mail will be used to reduce the number of paper memos and the amount
of time necessary to communicate with employees, citizens, and business partners located across the
Commonwedlth and around the world.

2. UseInteractive Voice Response (IVR) technologies for routine information dissemination,
congdtituent services and business transaction processing. VR will increase citizen access to routine
information while freeing up employees to perform more va ue-added services.

3. Use Internet/Intranet technologies for information access and dissemination, congtituent services and
business transactions. The internet/intranet will be used to provide employees, citizens and business
partners access to Commonweal th information and aso to support conducting business with citizens and
commercid firms.

4. Use video conferencing technology to hold meetings and conduct agency business. Video
conferencing will enable employees, citizens and business partners to participate in meetings, hearings
and training without traveling long distances. Trave time and costs will be reduced for the
Commonwedth, citizens and business partners.

* The current Acceptable Use policy for e-mail and the internet is attached as Appendix B. All
users of the internet and e-mail are bound by these policies.

3. Objective - Enable Commonwealth business to be conducted electronically

Strategies

1. Update statutes, regulations and policiesto allow acceptance of eectronic business transactionsin
lieu of paper forms. Statutes which currently stipulate that information be provided in paper format will
be modified to alow, encourage or require suitable eectronic dternatives.

2. Update statutes, regulations and policies to allow acceptance of dectronic sgnatures. The
acceptance of eectronic signatures will enable business process improvements that utilize the eectronic
exchange of information.

3. Integrate el ectronic record management into business processes. Policies, procedures and
processes will be created to ensure accountability and support full lifecycle management of eectronic
records.

4. Objective - Convert paper forms, publications and manual processes to electronic formats

Strategies
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1. Reengineer processes to utilize eectronic forms for business transactions. A standard template or
set of questions will be developed to identify aternatives for pgper forms. Prior to implementing an
imaging application the process should be evauated to determine if the data can initidly be captured and
stored dectronicaly through the use of eectronic forms, word processing or a spreadshest.

2. Utilize dectronic publishing and digtribution such as CD ROM and the WWW for large documents.
The cogt of producing documents will be reduced as well asincreasing accessibility and ease of

mai ntenance.

5. Objective - Support the use of the virtual office through telecommuting and other mobile
technologies.

Strategies

1. Update statutes, regulations, policies and procedures to enable telecommuting. Policies and
procedures which inhibit telecommuting will be modified or diminated in order to provide an enabling
environment for doing business in an information economy.

2. Provide infrastructure, processes and productivity measures to support telecommuting. The
infrastructure, policies and procedures necessary to support and encourage telecommuting while
managing productivity will be developed.

3. Develop management support for telecommuting. The potentia benefits of tedecommuting in
atracting and retaining employeesin addition to savings on facilities will be communicated to
Commonwealth managers.

4. Share infrastructure resources such as office space, network access and printing services among
agencies. Locationswill be creasted where field staff can utilize and share desk space, a network
connection and access to printing services.

Principle Three: Treat information as a strategic resource

1. Objective - Organize and utilize information as an enterprise asset

Strategies

1. Develop enterprise wide processes to move data collection and validation to the source and reduce
data duplication. Information should be shared and exchanged dectronically to avoid transcribing and
manual re-entry of the data. These processes will identify the process steps where key information is
collected and modify other processesto utilize that information rather than collect it again. Thiswill
improve data accuracy, alow sharing of data and improve services to congtituents and Commonwesdlth
finanda management.

2. Egablish and enforce standards for common data element definitions and descriptions. These
standards will support the reduction of duplicate data, improve data accuracy and support management
reporting and analysis.
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3. Deveop adata adminigration function including the definition of the role of enterprise data
custodians. Data custodians will be responsible for managing designated types of Commonwedlth
information to ensure its integrity, quaity and condstency and to redtrict its accessibility to authorized
personnel. Datais an asset of the Commonwedth and must be managed as such.

4. Edablish effective dectronic records management policies and procedures. These policiesand
procedures will ensure that Commonwed th data is maintained, protected, archived and disposed of as
appropriate. The differentiation between “data’ and “records’ needs to be articulated and
communicated.

5. Protect information through effective security and authentication policies and procedures. Policies
will be developed which will facilitete the sharing of information while protecting the vadidity and
retention of the data.

2. Objective - Provide timely access to decision support information

Strategies

1. Define and implement decision support deta requirements.  These requirements will provide
Commonwed th employees with the ability to view key information required for decison support in a
standard format.

2. Develop standards for end user reporting tools. These standards will support robust end user
reporting tools and reduce Commonwealth cogts for training and support.

3. Develop standards for Data Warehousing to ensure compatibility. Data warehousing gpplications
will utilize data from many different syssems or gpplications. The data warehousing standards will
support the combining of data from disparate systems.

4. Provide access to data to the provider of that data. For example, datais gathered by counties or
digtrict offices and provided to Commonwed th agencies but access is not made available to the offices
or individuals who provided it.

Principle Four: View technology investments from an enterprise perspective

1. Objective - Provide leadership to encourage the effective use of technology

Strategies

1. Revise and publish the gtrategic plan, architecture and standards for IT on acongstent basis. These
documents will be revised to reflect the Commonweslth government’ s approach to the utilization of
information technology, changing business objectives and changes in the information technology
marketplace.

2. Provide ongoing education and awareness of IT capabilities for programmeatic managers. Methods
and tools for communicating with non-1T managers regarding the capabilities, opportunities and
expectations of IT in supporting the business objectives will be developed.

3. Develop a customer service approach and philosophy among IT leadership and managers. Utilize
tools and techniques such as customer surveys, service level agreements, open dectronic forums and
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electronic discusson groups to assess customer satisfaction with 1T services and support.

4. Develop an goplied research and devel opment function within Commonwedth government. This
function will enable the Commonwedlth to Stay abreast of emerging technology devel opments and to
prototype innovative applications.

5. Participate in Sate and nationd standard setting and regulatory efforts. Participation in these groups
provides the Commonwedth with the opportunity to influence the direction of sandards and to receive
advance notice of the future direction of IT.

6. Recognize and promote champions for the success of IT and adoption of “best practices’ for IT
use. Championsfor the successful utilization of 1T in enabling business process improvement will be
identified and utilized in communications on effective I T practices. Best practicesin IT useand
management from both the public and private sector will be identified and communicated to
Commonwedth management.

7. Provide proactive information dissemination on technology news and introductions. The Emerging
Technologies document will be updated on a consistent basis.

2. Objective - Leverage the existing information technology infrastructure

Strategies

1. Provide ashared, reliable and secure technology infrastructure that facilitates the development and
operation of gpplications and systems to support the business objectives of the Commonwedlth.

2. Provide enterprise network support to ensure compatibility and quaity. The network isacritical
portion of the technology infrastructure. An enterprise gpproach to network design, development and
mai ntenance which encompasses both wide area and loca area network standards will ensure network
compatibility and improve network service.

3. Provide enterprise support for services such as server adminigtration to ensure a standard level of
sarvice. These sarvices will take advantage of economies of scale and maximize the utilization of very
scarce technical resources, reduce training costs and improve service delivery.

4. Edablish auniform intelligent client workstation orientation with a common look and fed and
network connectivity capabilities. Thiswill reduce training requirements and improve end user
productivity.

5. Provide enterprise eectronic mail support and services. Electronic mail isacritical servicefor
communication among Commonwed th employees and with externa agencies, cusomers and
condituents. The enterprise support and services will ensure proper connectivity, competibility and
cgpacity planning.

6. Implement an enterprise strategy to provide did-up access through aloca or non-toll cal into the
Commonwedth wide area network (WAN) to support Commonwealth business being conducted in a
mobile computing environment.

7. Continue mainframe support for legacy applications until the applications are replaced or
redeployed. Therole of the mainframe will migrate to that of a server in aclient/server environment.
The mainframe may serve as an gpplication, database or internet server or any combination or
permutation.
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3. Objective - Share technology resources

Strategies

1. Deveop an architecture and standards which enable and encourage resource sharing and promote
opportunities for reusability and portability. These standards will include development methodologies
and tools which will promote resource sharing, shared training, and reduced support costs.

2. Manage on-going cogts by sharing support resources. Economies of scale will be employed to
reduce support costs by sharing expensive and limited technica support resources across organizationa
boundaries. Policies and procedures will be developed to operationalize this resource sharing asa
standard management practice.

3. Manage the ast lifecycle. Tools and techniqueswill be selected and implemented to support the
management of information technology resources through therr lifecycle from acquidtion through find
dispostion.

4. Develop an gpplications portfolio for Commonwedth government. This portfolio will assst in
reducing redundancy of gpplications. Before anew gpplication is developed the portfolio should be
examined to determine if asmilar gpplication dready exists which may meet some or dl of the identified
needs. Applicationswill be shared or replicated rather than duplicated.

4. Objective - Ensure appropriate acquisition of information technology

Strategies

1. Procure technology goods and services in accordance with the architecture and standards. Applying
the standards in the procurement process will reduce or diminate the need for additiond approvas and
reduce the cycle time necessary to purchase hardware, software or services which arein aignment with
the Commonwedth’ s information technology architecture and standards.

2. Evduae commercidly available software, including the integration of multiple packages, astheinitid
gep in the business requirements process and perform a cost/benefit analyss which includes a multi-
year total cost of ownership caculation. The primary gpproach for commercid software
implementations will be to implement the software in an unmodified verson. Existing business processes
should be reviewed for modification prior to modifying the software.

3. When custom development is necessary, a cost /benefit andysis will be performed which includes a
comparison of interna development versus externd development.

4. Negotiate enterprise wide license and volume purchase agreements for standard software, hardware
and sarvices. These enterprise wide agreements will ensure compatibility, €iminate redundancy, reduce
costs and shorten the purchasing cycle.

5. Support best vaues through the use of a bid template which evauates the vaue of the technology
procurement on factors other than just the lowest price.

6. The Commonwedlth should distinguish commodity products from non-commodity productsin the
information technology field and then smplify the acquisition of commodity items, such as PCs, printers
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and office automation software, through the use of catalogs and master contracts.

7. Edtablish vendor performance reporting capabilities. Information on vendor performance will be
shared with other agencies and communicated to procurement staff.

8. Develop shared risk opportunities with vendors. Partnerships will be developed with vendors where
the vendor participates in the risk and shares in the rewards if the project is successful. For example,
the vendor may forego upfront fees in return for a per transaction fee as part of along term agreement.
9. Link IT budgetsto the planning process. 1T budget requests must link to the IRP and to the
agencies busnessplan. IT budget requests must conform to the IT architecture and standards unless a
case by case exception has been granted.

5. Objective - Implement a new organizational structure for information technology

Strategies

1. Hire a Chief Information Officer (CIO) reporting to the Governor’ s office to provide I T leadership.
The CIO will work closely with agency IT leaders, DIS and KIRM to provide leadership for the
effective use of IT in the Commonwedth. The EMPOWER Kentucky initiative is facilitating the
creation and filling of the CIO position dong with adesign for the organization and management of 1T
within the Commonwedth. The overadl IT management modd will be a hybrid verson containing
aspects of both a centraized and a decentralized management structure.

2. Revise personnd policies, compensation schedules, regulations and procedures to ensure recruitment
and retention of highly skilled information technology professonds. The market for IT professondsis
extremely competitive and will likely remain that way for the next severd years. Changeswill be made
to facilitate the recruitment, development and retention of top qudity IT professonals.

3. Support outsourcing of IT services as a viable option to meet business objectives.

4. Deveop astandard methodology and toolset for project management. This approach will include
more participaion by programmatic managers and will assst in developing and managing expecteations
for the project. (See Appendix D for amore detailed description of the recommended project
management direction.)

5. Explore dternatives to the current funding modd for information technology support including the use
of chargeback mechanisms. The current modd may not accurately reflect the priorities of the
Commonwedth in terms of the gpplication of technology.

6. Create competency teamsfor critical emerging technologies. The competency teamswill provide
Cross agency support to emerging technology initiatives. The use of the competency teams will also
serve as a knowledge transfer device to increase the number of Commonwedth IT staff with the desired
technical ills

7. Provide and promote ongoing training to ensure a competent and well trained workforce. A training
curriculum will be developed that will provide training on emerging and current technologiesto IT
professionas across the Commonwedth. A commitment will be made to continuing application and
technica education for Commonweelth employees. Thetraining will be digned with the
Commonwedth’s IT Architecture and Standards. Each cabinet should set annua education targets for
employees which indude a minimum number of hours of training.

8. Edablish aconsgtent agency leadership model for IT management. A high leve postion will be
identified within each cabinet with respongibility for IT leedership.
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9. Edtablish agency IT leadership, as designated by the previous Strategy, as the accountable party for
the agencies conformance with the I T architecture and standards and the review of the IRP.

6. Objective - Forge partnerships with agencies, vendors and other government entities

Strategies

1. Evauate potentid partnerships with loca governments through projects such as the “ model
courthouse’ and Simplified Access. These partnerships will provide improved services, an expanded
IT infrastructure and potential cost savings for both state and local government units.

2. Evduate potentid partnerships with public and private sector organizations and vendors utilizing
concepts such as agpplied research, competency teams and shared hardware and software resources.

Principle Five: Ensure electronic access to information and services while
maintaining privacy

1. Objective - Provide access to information resources to Commonwealth employees and citizens

Strategies

1. Provide consstent and widespread access to key information resources including the internet and
externd database resources, while addressing confidentidity and privacy concerns. Increased accessto
information will improve service to Commonweslth citizens and enable employees to be more
productive.

2. Adopt common navigation methods, indexing schemes, tools and standard naming conventions to
ensure responsible and appropriate access to information. Adopting these standards will make it essier
for citizens and employeesto quickly find their desired informetion.

3. Expand internet connectivity to ensure public access to information through projects such asthe
Library Internet Access project. These projects will provide increased access to Commonwesdlth
government and other information sources for the citizens.

4. Edablish sandards, guidelines and methods to protect the privacy of individuas.
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lIl. Public Policy Implications

The implementation of the Strategic Information Technology Plan will result in public policy issues which
will need to be resolved before the plan can be fully implemented. These issues may have a technology
basis but are much wider in scope and impact. Technology and the ability to utilize it has eclipsed
current policies and procedures designed to address concerns over use and misuse, access, security,
management and costs. Without a proactive and articulated set of guidelines, the best interests of
government and the people are not well protected.

Public agencies will be respongble for most of the information resources management and service
delivery concerns. In the ever more complex information environment of the next decade, the issue of
access, digital records, security, privacy and eectronic government will certainly require much more
attention from our legidative leaders and policy makers. Severd of the more prominent issues are
outlined in the section thet follows.

Providing Equitable Access

Providing equitable access is a fundamenta and sustaining necessity for equalizing opportunitiesin both
the public and private sector, especidly those entities in isolated or limited environments. Thisissue
includes access to other organizations, citizens and groups viathe internet, as well as accessto
information resources. Kentucky has asignificant number of households without access to a persond
computer or theinternet. Many of the homes that have a computer do not have any type of connection
to the internet. Access must be enabled and secured whether in urban, suburban or rura areas or
whether in rich or in poor neighborhoods. Points or methods of access must be provided to residents of
homes without persond computers or intelligent devices to prevent the limitation of access due to
economic datus. All commercid establishments and workers must have access to the opportunities for
electronic commerce, telecommuting or other electronic transaction opportunities.

Recommendation: Provide increased citizen access to eectronic resources through programs such at
the Library Internet Access program and by expanding access to the Kentucky Information Highway to
dl digiblejurisdictions. At thistime, accessto KIH isredtricted by statute. These redtrictions should be
reviewed in light of the increased dependence on the KIH for conducting eectronic business.

Electronic Records Management

The whole of this rategic plan is directed a making government more efficient, more responsve to
citizen needs and more accountable to them. In this regard, it is the content which is captured in the
data, records, information and documents created, maintained and disseminated by our information
systems that has value. It is aso the ease of access to this content and the assurance of privacy for
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individuas which makes the careful planning and use of these technology systems, in concert with
manua based systems, of vaue.

Fundamenta to the success of IT planning and implementation is the understanding that government
workers have of the function and use of these core resources - data, records, information and
documents. There seems to be a generd mixing and matching of these terms, even in law (Freedom of
Information Act, Open Records Act, Fair Data Practices Act in some states), so to administer, manage,
share, protect and dispose of them properly, the focus must be on the ultimate function and use of the
content in them.

Intuitively, one can say that it takes good data management and practice to properly manage recordsin
order to comply with public policy and produce information in some kind of document, but what does
that mean? One thing it means isthat there must be consstency between these terms as used by
government workers and a clear understanding of public policy (Open Records Act policy appliesto
data, information and documents) or they won't be compelled to conform to public policy in a manner
expected by the citizenry. With the ubiquity of technology and a magor movement to the desktop, this
becomes even more criticd than it has been in amore hard copy environment and the relationship
between hard copy and electronic cannot be easily separated on a content basis.

Recommendation: Build public access and privacy protection into eectronic records management
systems. Provide proactive training and education on e ectronic records management issues, policies
and procedures.

Privacy

Privacy is an important issue that will become more critical as more gpplication aress involving sendtive
information about individuas or organizations are electronically collected and stored by state agencies,
eg., hedth care, government services (income tax returns, for example), driver’s licenses, and education
a the sametime there is an increased emphasis on providing easy access to Commonwedth
information. While privacy concerns are easily appreciated, other |ess apparent areas are affected as
well. Some users are concerned that the use of eectronic technology provides an easy way to monitor
what people are reading, researching or “doing”.

The Commonwedth does not currently have any statutes clearly protecting the privacy of individualy
identifiable information.

Recommendation: Adopt statutes and regulations congstent with federd privacy legidation and/or
Kentucky specific privacy concerns.
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Security

Information security -- which includes confidentidity, information integrity, information access and
information authenticity -- isan important issue in dl gpplicationsand in review of the many potentia
threets posed to the security of inter-linked information systems by malicious pranksters or criminas
skilled in computer use. The use of relatively new techniques such as encryption and digita Sgnatures
must be evauated. In some cases, legidation may be required to enable the use of these security
technologies. Security is critica to the support of dectronic commerceinitiatives. Business partners
must be convinced that their dectronic transactions will be secure.

Recommendation: Review and modify security policies as needed to support expanded eectronic
access to Commonwedth information.

Network Literacy and User Training for Access Services

User training -- learning how to use the new technologies and applications -- will require new
approachesin the workplace, the classroom, and public facilities. Understanding the education and
training requirements of advanced information technology applicationsisachdlengein itsef. Increased
video conferencing and distance learning gpplications through two-way interactive video will substantiate
the awareness building and training need to frequently operate and use thistechnology. In support of
the expanding computing and communications infrastructure, government will need to provide resources
for both basic and applied I'T training, as wdl as providing financid assstance for IT education and
training. Issuesrelated to user acceptance trends impact this development of * computing literacy”
particularly in areas that extend computer-based information services to new groups of users who may
have been noticeably “computer-skeptica” in the past (e.g., shop floor workers, doctors and the
elderly).

Recommendation: IT leadership and Commonwedth training resources work together to develop a
curriculum for IT training for Commonwedlth employees and eva uate options for providing basic
literacy training for citizens.

Intellectual Property Rights

Intellectua property rights is an important issue in those areas where government and individua
intellectua cresations (software, images, books) are accessible -- and subject to copying -- either
directly or via high-speed networks. Libraries are the most obvious areas where this is a concern, but
other gpplication areas such as education and government services also are involved. Determining
whether a public agency should copyright software created for public businessis problematic and
fraught with uncertainties. 1ssues related to agencies being compensated for their work while il
providing for public “fair use” under the proper circumstances will be akey determinant of the qudity
and avalability of government informetion.
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Recommendation: Require Commonwedth employees involved in the development of intdllectud
property to sign an intellectua property statement regarding Commonwedth ownership of dl intellectua
property created or developed while working for the Commonwedth.

Cost & Pricing

Cost and pricing -- how much a new application costs, how much the user is charged for the service,
and who pays any difference between cost and price -- will be key issuesin nearly dl gpplications

aress. Likeinformation products and services, most gpplications will have high initia development costs
and low replication or usage cods. Asareault, it can be economicaly efficient, aswell as socidly
beneficia, to maintain low prices for gpplications to stimulate their use, so long as the operation cods for
each new user are recovered. However, this gpproach can result in pricesthat differ from the real costs
for which applications devel opers -- both public and private -- must recover. Included areinitia costs
aswell asthe codts of serving users through some combination of higher prices or subsdies.

Recommendation: Develop policies and procedures relative to charging additiond fees for expedited
services based on the use of technology. Evauate funding mechanisms which are based on a charge-
back system to determine fairness and appropriateness.

Public - Private Partnerships with Business Constituents

Asthe development of a secure I'T infrastructure necessitates large expenditures and commitments,
public policies must address the right mix of public and private sector participation. Partnerships must
be obtained to protect the investment of both sectors. Appropriate incentives for the private sector
must be offered to sustain competition and investment for IT research and development. Similarly,
perspectives and approaches must be endorsed by both sectors to sustain a progressive I'T environment
and to dlow asatisfactory technology transfer process. Effective IT management involves maintaining
innovetive and responsive policies to alow the maximum benefits of timely deploying these rapidly
changing technologies.

Recommendation: Review and modify existing policies, procedures, regulations and Statures related
to public-private partnerships to provide adequate incentives for the private sector while guarding the
Commonwed th’s resources.

Telecommuting/Hoteling

Estimates of the number of employeesin the United States who now work through telecommuting isin
the range of three to four million. This number is estimated to grow to nine to sixteen million within the
next five years. Telecommuting can provide sgnificant benefits to the Commonwedth but it raisesa
number of public policy issues. Telecommuting may require changes to policies regarding employee
work locations, how employee performance is measured, the roles of supervisors and the provision of
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hardware for home use. The perception of Commonwealth managers and the generd public with
regard to telecommuting must be addressed. These groups must be educated as to the benefits
available with telecommuting and the success that many organizations, including other Sate governments
have enjoyed.

A related technique which isreceiving agreet deal of attention in the private sector is a concept known
as hoteling. Hoteling makes effective use of limited and expensive office space by sharing that space
among many employees. This concept works very effectively with employees who travel or are away
from the office a significant portion of their time. The hoteling concept is, as expected, very similar to
checking into ahotel. The workers cal ahead to reserve space for the period of time that they will bein
the office. The spaceisreserved and the necessary services such as telephone and network connection
are made available.

Recommendation: PFilot telecommuting and hoteling techniques to provide additiona data on the costs
and benefits of these dternative work environments. Address policy, procedure, regulation and
gtatutory changes related to KRS 18A and KAR 2:095 which may be required to alow telecommuting
and hotdling.

Impact on Other Government Agencies

A number of Commonwedth IT objectives and strategies may impact other government agencies,
especidly loca government units, who need to communicate e ectronicaly with the Commonweslth.
The gpproach to interfacing with loca government agencies must be coordinated to reduce the potential

impact on the agency.

Recommendation: A loca government representative should be included on the permanent
Commonwedth IT Architecture and Standards team. Increased loca government participation on
KIRM and its subcommittees should be encouraged. The Commonwedth Strategic Information
Technology Plan should be provided to loca government units.

Incentives or Mandates for Electronic Commerce

Electronic commerce can play asgnificant role in enabling process improvement but in order to
maximize the benefits the Commonwedth may have to mandeate that businesses conduct business
transactions eectronicaly or provide incentives for congtituents to participate in €ectronic commerce.
There may be individuas or agencies who have a stake in the current processes who will be affected
negatively by moving to eectronic processes such as agencies who currently receive compensation for
processing manud transactions.

Recommendation: Increase agency use of eectronic commerce by alowing agencies to mandate or
require that certain business transactions be e ectronic and to provide incentives to businesses and
private citizens to conduct business dectronically with the Commonwesdlth in Stuations where mandates
are not acceptable.
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V. Plan Review and Key Implementation Steps

Critical Success Factors

The following have been identified as factors thet are critica to the successful implementation of this
plan. Each of the factors must be achieved in order to maximize the potentia benefit of the plan.

Senior Management Commitment and Leadership

The continuation of the senior management commitment to key areas including:

Cross cabinet cooperation and coordination
Sugtained commitment to Business Process Reengineering
Willingnessand commitment to share information and Standardize data

Senior management provides focus, direction and leadership which is essentid to the participation of
other Commonwealth employees in these objectives. The participation by senior management in these
efforts provides leadership by example.

IT leadership and senior management must maintain frequent and open communications to ensure that
IT leadership understands the business plans, goas and directions while kegping senior management
informed of current and future trends in technology.

Implementation of CIO Position

The Commonwealth Chief Information Officer (CIO) position is criticd to the cross cabinet efforts and
to bring a sharp focus to the use of information technology within Commonwedth government. The
ClO isthe authoritative point on Executive Branch IT issues and will provide leadership and advice to
other key congtituencies. An advisory board will be crested from cabinet I T |eadership to work closdly
with the CIO to develop and implement IT policies, procedures and standards.

The CIO will work closely with KIRM to define I T policies and issues on a broader scale which
includes Universties, locad governments and private sector.

Satisfactory Resolution of Year 2000 Problems

The Y ear 2000 problem presents a very serious management risk and the Commonwesalth must be
aggressive in addressing these problems. If significant Y ear 2000 problems arise, Sgnificant resources
may have to be diverted from other projects. Services such as the Gartner Group predict that a
substantial percentage of applications will not be Y ear 2000 compliant by the end of 1999.
Commonwedth IT and programmatic |eaders must work closely together to ensure that Y ear 2000
issues are adequately addressed.
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Agency Participation

Active agency participation in implementing the strategies defined in this plan isrequired in order to
achieve the desired gods and objectives. The focus of the plan isamore systemic and less “stove
pipe’ approach to the implementation of IT. This approach will require active participation by all
departments and agencies.

Programmatic and I T management must share a common and cohesive vison of technology’s capability
to enable business objective atanment. They must dso share ahigh levd vision of the future of
technology.

Compliance/Adherence to Standards

AnIT Architecture and a set of IT standards have been developed. The architecture and standards are
designed to ensure that information can be transferred between different networks, or different
hardware and software systems, with accuracy, rdliability and security. The standards provide for
interoperability across arange of disparate sysems. The development of standardsis of limited vaue if
those standards are not adhered to. The Commonwealth must address the issue of how to ensure
adherence to the standards.

Changes in Personnel Practices

The recruitment and retention of top leve information technology professonasis critica to the success
of thisplan. Changesin personnd practices, including compensation, are necessary in order to support
the recruitment and retention of IT professonds. These changesinclude streamlining the process for
identifying, interviewing and hiring IT professonds, providing flexible carear and compensation options
and basing decisions for saffing levels on business cases. Large I T projects may result in the reduction
of some non-technica positions but require additiona technical support. A process for converting these
positionsinto technica support positions should be identified. Current practices result in frequent
transfers by IT professionals from one Commonwed th agency or department to another. These
transfers may benefit the employee but cause problems for the agencies. Caps on personnd positions
are forcing agencies to use more expensive outside resources to perform tasks that could be done more
efficiently with Commonwedth employees. Support for telecommuting will dso require changesin
current personnel practices.

Managed Expectations for IT Initiatives

One of the factors that most often has a negative impact on large I T related projectsis unmanaged
expectations. Thisisa problem experienced by al large projects and not an issue unique to government
organizations. If the expectations for a project, system or gpplication are not redigtic the effort is
doomed to mediocrity a best. Thisis frequently a sgnificant problem for large projects which may take
severd yearsto ddiver the entire benefits promised with multiple milestones or production releases
aong theway. Project leadership often paints a picture of the expected benefits at the conclusion of the
project without adequately explaining the anticipated benefits at each mgor milestone in the project.
Users and management become frustrated when they do not see the benefits promised at the first
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production release. I T and programmetic leaders must work together to define redlistic expectations
during the project lifecycle and to communicate these expectations to dl stakeholders and customers.
Both IT and programmatic management must remain engaged throughout the project.

Cultural Change

Organizationd learning closdly pardlds user acceptance and training. Many gpplications in the future
will involve the development of new ways for doing the job and will require re-engineering the business
or misson (socid workers using expert systems, electronic commerce and telecommuting, for example).
New ways of functioning, distinctly difference from current practices, will be required to achieve the
grestest benefits from high speed networking applicationsin many aress. Thislearning will not always
be easy to achieve and will require: a change in organizationd culture; new roles and missons for many
people; and retraining of individuals-some with professona and career skills learned over alifetime, so
that they will be more able to make the trangtion to the workplaces of the Information Age.

Enabling Legislation

Enabling legidation will be required to achieve some of the objectives defined in this plan. The required
legidation includes legidation to establish the Chief Information Officer pogition and to modify, as
appropriate, the legidation defining the roles of DIS and KIRM. Modificationsto KRS 18.A and
associated regulations may be required to support telecommuting.  Legidation to support and enable
electronic commerce including the use of eectronic Sgnatures may be required. Some initid electronic
commerce legidation was passed during the May 1997 specid session of the legidature.

Education and Training

Training isfrequently one of thefirgt victims of cost cutting or budget reductions within alarge
technology project. The redity isthat the money saved by not providing adequate training is most often
lost in less efficient employees or processes as aresult of being under-trained or not trained at al.

Education of IT users and customers must be an ongoing activity. Many people fear change and must
be convinced that there is some reward for them before they will embrace the change. IT and agency
leadership must continualy work to educate users and customers as to the benefits of IT.

Key Implementation Steps

The primary respongibility for the successful implementation of the plan will resde with the CIO, the
KIRM Commission and cabinet programmeatic and I T leadership. The following steps are guiddines
which will need to be expanded into a detailed implementation plan by the CIO and implementation
team. The plan will be revised on an ongoing bas's and maintenance steps will be defined.

Plan Acceptance and Adoption by Senior Management and the KIRM Commission
The plan will be reviewed with senior management and the KIRM Commission prior to its publication.
Review and Adoption by KIRM Commission
Review with Cabinet Leadership
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Review with full Cabinet
Didtribution to Information Resource Managers
Review within each Cabinet
Didribution to Conditutiona Offices, Judicid Branch, Legidative Branch and Higher
Education
Didribution to loca governments
Task Leader: Secretary McCarty
Timeframe July 1, 1997 - September 1, 1997

Implementation of the CIO Position
The ClIO pogtion isimportant to the overdl plan implementation. An EMPOWER Kentucky initiative
is underway to implement this critical position.
Cregtion of CIO position in the Governor’s Office
Recruitment of CIO
Development of Organizationad and Governance Options
Sdection of aClO
Development of initid 1T Organizationd and Governance Structure
Task Leader: Secretary Ludlen
Timeframe: May 1, 1997 - October 1, 1997

Appoint a Strategic Plan Implementation Team
A team consigting of IT and programmatic leadership from across the Commonwedlth should be
gppointed to lead the implementation of the plan. The team should be chaired by the CIO.
Develop charter for implementation team
|dentify potentid team members
|dentify required effort and commitment
: Confirm team membership
Task Leader:  Chief Information Officer
Timeframe October 1, 1997 - November 1, 1997

Executive Orders and Policy, Procedure and Regulation Changes

The reqw ired changes to palicy, procedures and regulations will be identified.
Identify changes needed for CIO implementation
Identify changes needed for Personnel practice changes
Identify changes needed for dectronic commerce initiatives
Issue required Executive Orders
Develop new gatutes or modifications to existing satutes for next Generd Assembly
Revise palicies, procedures and regulations

Task Leader: Implementation Team

Timeframe August 1, 1997 - December 31, 1997

Acceptance and Adoption of Commonwedth IT Architecture and Standards
TheIT Architecture and Standards are an integrd portion of the Strategic Plan.
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Review Architecture and Standards with agency Information Resource Managers
Review Architecture and Standards within each Cabinet
Modify Architecture and Standards as needed
Review and adoption of Architecture and Standards by KIRM
Create permanent, broad-based architecture and standards team
Implement process for review and revison of Architecture and Standards
Task Leader: Secretary McCarty
Timeframe July 1, 1997 - October 1, 1997

Prioritization of Plan Objectives and Strategies
The tasksidentified in the plan need to be prioritized.
Identification of criteriafor prioritization
Prioritize objectives and Strategies
Vdidate results with Commonwedth leedership
Task Leader:  Implementation Team
Timeframe August 1, 1997 - September 30, 1997

Development of Detailed Work Plans
Detalled work steps to implement the strategic plan will be developed including assgnment of the tasks
to the respongible party. The detailed work stepswill include an impact analysis which will identify the
impact on fiscal and personne resources and the need to reallocate existing resources.
Review prioritized objectives and srategies
Deveop work plan steps and deadlines
Assign tasks and resources
Task Leader:  Implementation Team
Timeframe October 1, 1997 - January 1, 1998

Reenginner the IT Planning Process
The plan hasidentified anumber of issues surrounding the exigting I T planning process. The current
process must be reengineered in order to meet the objectives defined in the plan.
. Map exigting IT planning process
Map exigting business planning processes
Identify goals and objectivesfor IT planning process
Identify opportunitiesto integrate IT and business planning
Desgn new IT planning process
Review new planning process with the Cabinet and KIRM
Implement new planning process
Task Leader: CIO
Timeframe January 1, 1998 - April 1, 1998

Monitor Plan Implementation, Assess Results and Modify Plan
A methodology must be developed to monitor and assess progress towards the gods defined in the
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plan. The implementation will be monitored by the implementation team on an on-going basis. The
implementation team will meet on aregularly scheduled basisto review the current status and make
adJ ustments to the plan as required.

Develop metrics for evauating plan implementation

Collect data related to plan metrics

Solicit input for plan revisons

Evduate metrics and revise plan

Publish plan implementation results

Publish revised plan
Task Leader: CIO
Timeframe July 1, 1997 - Ongoing
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V. Appendices

Appendix A.

Glossary

Authentication - A security measure using the data encryption standard (DES) which verifies that the
EDI transmisson and message were not tampered with or dtered.

Client/server - Client/server is an architecture in which the dlient (persond computer or

workgtation) is the requesting machine and the server is the supplying machine. Servers can be
high-gpeed microcomputers, minicomputers or mainframes. The client provides the user interface
(usudly graphica) and may perform some or dl of the gpplication processing. Client/server means that
the processing is it between the client and the server. A database server isacomputer that maintains
the databases and processes requests from the client to extract data from, or to update, the database.
Client/server architecture means that the server is used for more than just aremote disk drive to the
client.

Competency Teams - Competency teams are temporary teams formed to address a particular
technology opportunity. The teams will cross cabinet and agency boundaries and include staff with
expertise in the technology being addressed.

Computer Telephone Integration (CTI) - Computer telephone integration can be described as any
gpplication which utilizes the telephone and the computer to gather or ddliver information. It isthe
automation of the handling of telephone cdls, answering the phone, greeting the caller, and responding
to arequest - dl without ahuman operator. Interactive Voice Response (IVR) systems are an example
of an computer/telephone integration.

Electronic Commer ce - Electronic commerce (EC) integrates communications, data management and
security to dlow organizations to transact business and exchange information through eectronic means.
Electronic commerce differs from traditiona commerce primarily in the way information is exchanged
and processed. Core technologies for EC are Electronic Data Interchange (EDI) and eectronic funds
transfer (EFT). EC may aso be represented by other technologies including telephony response, fax
processing, eectronic forms and bar coding.

Electronic Data I nterchange (EDI) - EDI isthe eectronic exchange of ingtructions and documents
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between companies. Currently two standards exist for EDI, ANS X12 and UN/EDIFACT dthough it
is anticipated that these standards will merge in the near future.

Electronic Funds Transfer (EFT) - The electronic transfer of funds and related payment information
between banks or other financid inditutions.

Electronic signature - A code or symbal that is the dectronic equivaent of awritten sgnature. Digitd
sgnature technology represents the code in an encrypted format that may be legdly used to conduct
bus ness via dectronic communication.

Fax technology - Fax broadcast alows users to tranamit information via facamile technology to any
fax machine or fax-enabled computer in the world with routing and scheduling features. Scheduling
dlows for broadcast during evening hours to take advantage of lower communication rates. Through the
fax broadcast gpplication, businesses can have an unlimited number of digtribution lists (with hundreds of
numbers per list) to automatically broadcast a document to many recipients. Each fax istracked and
logged to provide areport on ddlivery status. Fax-on-demand is an easy to use, cost -effective fax and
Voice processing system which integrates touch-tone (telephone) and facsmile technology to help
organizations be more respongve. Customers can cal and sdect the information/documents they
require, and have the information immediately transmitted to their fax machines. Email-to-fax isalow-
cost option for users that need to distribute an emall message to recipients that only have fax technology.
Usudly provided by a service firm, this gpplication faxes an e-mail message to any fax machine on the
recipient list.

Geographic Information Systems - Geographic information systems are a combination of hardware,
software and data (both attribute and geographic) and trained people dl working together to manage
information to help make better decisions. Together, they provide powerful tools for automated
cartography and the andysis of information. It is atechnology that has awide range of usesin al sectors
of the economy - for natural resources management, trangportation planning, inventorying landcover,
economic development analys's, customer market anayze, utility Siting and tracking crime.

Groupware - Software which runs on a network that alows members of a organization or project team
to communicate dectronicaly with one another, while coordinating their individua work assgnments on
ajoint (often large) cooperative project. Groupware was originaly introduced to describe a category of
gpplication software designed to provide dectronic support for groups of individuals working
collectively toward a common objective.

I maging - Imaging involves the multi-user ability to store, search, retrieve, manipulate, display, and print
digitd representations,, i.e. 'images, of objects by computers. An image can include, but is not limited
to, digital representations of paper forms, certificates, photographs, maps, charts, and reports. General
attributers of imaging systems include: Workflow Software, Imaging Database, Image Library and
Optica Character Recognition (OCR).

Integrated Voice Response (1VR) - IVR dlows clients to make menu selections by sdecting options
using the numbers on atouch tone telephone. Customers can listen to pre-recorded information,
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answer company surveys, change their addresses, make a credit card payment, and conduct database
inquiries eesly.

Kentucky Tele-Linking Network (KTLN) - KTLN isaKentucky distance learning video
conferencing project using compressed video to link Kentucky's eight (8) state universitiesto over 100
elementary and secondary schools (K-12) and government agency sites.  KTLN uses fractiona T-1
lines provided by the Kentucky Information Highway.

Maobile Computing - Mobile computing uses portable computer devices, such as laptop

computers, notebook computers, and personal digital assistants to connect to the business computer
network. The connection is made using wirdess technologies, such as, cdlular telephone or mobile
radio, aswdll as, did-up access or physicaly connecting to a network and alowing accessto the
business computer sysem whereinformation is stored. Mobile computing may aso be viewed as
smply dlowing the data collected outside the office environment to be stored on a portable compuiter.

Reengineering - Theradica redesign of the business processes for dramatic improvement.
Processis a complete end-to-end set of activities that together create value for acustomer.

Tedecommuting - Where an employee performs job respongbilities away from the norma work
location (usudly a home), utilizing information technology tools to support their work. Remote
computer connectivity from home to the office is usualy amaor dement of telecommuting.
Tdecommuting is a successful concept with many advantages for the employer, employees and society.

Value-added network (VAN) - An messaging service provider that transmits, receives, and Stores
EDI and other eectronic messages for trading companies, as wdl as providing awide variety of other
messaging related functions.

Video Conferencing - Video conferencing dlows individuas at separate locations to see and hear
each other, conduct mesetings, and work together usng interactive televison- like video and audio
technology. Images of documents can also be exchanged, and personal computers can be used to share
files or et participants work together on documents or projects. The Kentucky Tele-Linking Network
provides an infrastructure of Stes utilizing compressed video technology for interactive sessons.
Satellite conferencing offers the ability to broadcast to many downlink steswith audio response.

Wireless Communication - Wireless communication alows both voice, data and radio transmissonin
an untethered environment.  Wireless technology includes portable radio systems, microwave, paging,
cdlular telephone, digitd data transmisson, persond communication systems (PCS) and infrared
networking.

Workflow - Workflow has its foundation in the idea that business processes are actualy
sets of tasks done in a prescribed order that incorporate information from various sources. Workflow
software allows the traditional paper process to move from workstation to workstation and to be
accomplished ectronicaly.
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Appendix B.

Internet and Electronic Mail Acceptable Use Policy

Policy Number: DIS-060 Effective Date: 5/15/96

Policy Maintenance Responsibility: The Divison of Support Services, Technica Publications
Section and Security and Recovery Services Branch, and the Divison of Network Services, Customer
Support Branch share the responsibility for the maintenance of this policy.

Policy:

The Department of Information Systems (DIS) furnishes the communications backbone for users of the
Commonwealth Integrated Network (CINS). This Acceptable Use Policy represents a set of
guidelines to be followed when using CINS or any other networks which are used as aresult of the
CINS connection, such as Internet and E-mail.

In compliance with the laws of the Commonwedth and the guidelines provided herein, employees of the
Commonwesdlth of Kentucky are encouraged to use the Internet and E-mail to their fullest potentia to
further the State’ s mission, to provide service of the highest quality to its citizens, to discover new ways
to use resources to enhance service, and to promote staff development.

Supervisors should work with employees to determine the appropriateness of using the Internet and E-
mail for professond activities and career development during work hours, while insuring that employees
do not violate the generd provisons which prohibit using the Internet and E-mail for persond gain.

In accordance with the federa Electronic Communications Privecy Act of 1986, employers can monitor
€lectronic messages upon notification. Employees should have no expectation of privacy associated
with the information they publigvstore on the Internet and E-mall.

Supervisors are encouraged to identify Internet and E-mail training needs and resources, to encourage
use of the Internet and E-mail to improve job performance, to support staff attendance at training
sessons, and to permit use of officid time for maintaining skills, as gppropriate.
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In summary, state employees should use the Internet and E-mail, when appropriate, to accomplish job
respongbilities more effectively and to enrich their performance skills. The Internet and E-mail afford
unprecedented opportunities for conducting research and disseminating (publishing) job-reated
information.

Responsibilities:

State employees have an obligation to use their access to the Internet and E-mail in arespongble
and informed way, conforming to network etiquette, customs, and courtesies.

Agencies are respongble for the content of the published information and for the actions of their
employees. The Kentucky Information Resources Management Commission’s policy on Electronic
Mail as Public Record should be observed.

Aswith other forms of publications, copyright restrictions/regul ations should be observed.
Commercia uses by agencies should be cleared with DIS to make sure they do not violate the
terms of DIS s agreement with our Internet provider. No resdlling of accessis dlowed.
Employees should be aware that their conduct/information they publish can reflect on the reputation
of the Commonwedth. Therefore, professondism in al communicationsis of the utmost
importance.

Employees should represent themsalves, their agency or any other state agency accurately and
honestly through eectronic information or service content.

Unacceptable Uses:

Sincethe Internet and E-mail condtitute an uncensored world-wide network of networks which
provides for peer-to-peer communications between participants, they aso have great potentia for
misuse.

Use of Commonwedth of Kentucky Internet and E-mail resources is a privilege which may be revoked
at any time for ingppropriate conduct. Repeated abuse of acceptable use policies will result in
revocation of access and notification of agency management. Examples of ingppropriate conduct
include, but are not limited to:

Use of the Internet and E-malil for persond gain or persona business activitiesas defined in a
commerciad sense such as buying or saling of commodities or services with a profit motive.

Use of the Internet and E-mail for unlawful activities.

Use of abusive or objectionable language in ether public or private messages.

Knowingly and repestedly visiting pornographic or illegd Stes or disseminating or soliciting sexudly
oriented messages or images.

Misrepresentation of onesdf or the Commonwesdlth.

Sending chain letters.

Soliciting money for rdigious or political causes, or advocating religious or political opinions.
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Using officia dissemination tools to digtribute persond information.

Disseminating or printing copyrighted materids (including articles and software) in violation of
copyright laws.

Other activities that could cause congestion and disruption of networks and systems; i.e.
unnecessary Listserve subscriptions and mail attachments exceeding 1.5 mb in Sze are examples of
activities which cause network congestion.
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Appendix C.

Internal Assessment

Strengths

The current information technology environment within Commonweath government has a number of
important strengths. These strengths include:

The Kentucky Information Highway and Kentucky Tele-Linking Network

KIRM Commission

A baseleve architecture and standards including a structured methodol ogy

The devation of IT within the cabinets including gppointment of agency IRMs
. A sngle agency (Department of Information Systems ) overseeing computing
infrastructure and shared resources

The current adminigtration’s commitment to technology.

The embracement of Business Process Reengineering and Smilar concepts

Proactive public policy in targeted areas

Quality IT people resources

The Kentucky Information Highway (KIH) provides a state-wide network backbone. TheKIH isa
partnership between the Commonwesalth government and Kentucky’ s twenty local telephone
companies. The Kentucky Tele-Linking Network (KTLN) is a distance learning video conferencing
project usng compressed video to link Kentucky's eight (8) state universitiesto over 100 dementary
and secondary schoals (K-12) and government Sites.

The Kentucky Information Resources Management Commission (KIRM) was created by legidation in
1994. The Commission provides genera direction and afocd point for information technology. The
Commisson' s diverse membership provides aforum for IT policy issue discussons. The Commission
has adjunct councils including the Communications Advisory Council (CAC) and Geographic
Information Advisory Council (GIAC) and has a cose working relationship with the Capital Planning
Advisory Board (CPAB).

The base leve architecture which includes the Kentucky Information Highway and the Department of
Information Systems (DIS) services provide a strong portion of the infrastructure necessary to support
the future vison of the use of information technology within the Commonwedlth.

The devation of IT within the cabinets including the gppointment of Information Resource Managers
(IRMs) is an important component in creating an environment where I T can enable achievement of
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business objectives.

DIS provides enterprise support for key infrastructure components such as the network backbone and
mainframe services. A srong infrastructure is critical to the success of IT projects. A solid network
design and implementation is a necessty in today’ s information technology environment. The mainframe
computer’ s role may be somewhat different in the future but it can be aintegra part of an information
technology architecture. Client/server computing and the mainframe are not mutudly exclusive
technologies.

The current administration’s commitment to the use of IT to increase productivity, improve customer
service and/or reduce operational cogtsis critical to the success of future large scale projects with
ggnificant I T initiatives such asthe EMPOWER Kentucky projects. Large scae I T projects require top
level commitment and support to succeed.

The use of business process reengineering techniques to ensure that I T resources are alocated to
solving the base problem and not just automating the existing manual process is important to the success
of future projects. The red benefit in business process reengineering is to enable process improvement
rather than just automating the existing process.  Technology can often enable a significant reduction in
cycletimes or costs when combined with a properly engineered business process.

Proactive public palicies anticipate the impact of information technology and provide a framework for
future efforts. Examples include the development of the Information Resource Plans (IRPs), dectronic
records management policies, open records policies and gppointment of Information Resource
Managers (IRMs).

The exiging I'T professonds employed by the Commonwedlth provide a qudity base to build fromin
the movement to new and emerging technologies. The Commonwedth will need to continueto invest in
the training and professona development opportunities for the IT professonadsto keep their kill levels
current.

Weaknesses

The current information technology environment aso has weaknesses which make it difficult to perform
at the desred level. These weaknessesinclude:

The IT procurement process

Personne practices for recruiting, retaining and rewarding I T professonas
Comprehensive and consistent I T architecture

Adequate investment in I'T

An enterprise asset management drategy

Accountability with Information Resource Plans

Traning for IT managers

The ability to respond to rapid change

Business drategic and tacticd planning
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Undergtanding of records management policies

The current procurement process creates difficulties in obtaining information technology products and
sarvicesin atimely and cost effective manner. There are too many review and approval steps and
relaively smple procurements can take months. The technology environment is changing rapidly and
pricing for items such as persona computers changes dmost daily. A procurement system must support
the acquisition of technology in a cogt effective and timely manner while ensuring adherence to
standards.

The personnd system creetes difficultiesin attracting and retaining information technology professonas
with the required skill sets and capabilities. The marketplace for IT professonasis extremely
competitive and will likely remain so throughout the remainder of the decade. Thereisahigh leve of
movement of IT professonas among agencies. Thistype of career advancement is not in the best long
term interests of the Commonwedth and frequently not in the employees best long term interests.  The
personnd system must be flexible enough to provide for the recruitment and retention of top information
technology professonds including flexible working arrangements such as telecommuting.

The lack of acomprehensive and consstent IT architecture creates an environment where systems are
developed that do not share common characterigtics. This increases codts to the Commonwedlth for
support and maintenance and reduces the opportunities to share resources and information. An
information technology architecture for Commonwed th government will be developed as part of the
EMPOWER Kentucky implementation.

The lack of an sufficient investment in IT often resultsin less than stisfactory solutions. 1T expenditures
must be viewed as an investment rather than just another cost. A cost/benefit analysis should be
performed as part of large I'T procurements. The cost/benefit anadyss must include afive year totd
cost of ownership modd to reflect the long term costs and benefits of the procurement.

The lack of an enterprise asset management drategy results in the ineffective utilization of assets and
inadequate planning for upgrade or replacement of those assets. The Commonwealth has a substantial
investment in information technology assets and those assets must be managed effectively including
planning and budgeting for upgrade and replacement of hardware and software resources.

Thereis no follow-up with Information Resource Plans (IRPs) to determine the effectiveness of the
plans. The process does not include a mechaniam to determine which initiatives were funded and
implemented nor the end result of those initiaives. Thisinformation is criticd to understanding wheat is
truly hagppening within the Commonwedlth regarding the use of information technology.

Thereisaneed for additiona training for IT managersin project and personnd management techniques.
Many managers have excellent I T skills but have never received any forma training in customer service
or project management skills and techniques. Future projects will be larger and more complex and
Commonwedth IT professonals with excelent project management skillswill be required. Whilea
certain leve of project management expertise can be provided by outside resources the Commonwedlth
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must take ownership for these projects and have the necessary skillsets.

Thereisalack of ability to respond to rgpid change. Underlying business processes are not designed to
support rapid change. Processes have been designed to provide for control and accountability rather
than flexibility and customer service. The environment is often risk averse,

Thelack of business srategic and tacticd planning limits the integration of IT planning with the business
gods and objectives. The Commonwedth does not have a comprehensive and cons stent methodol ogy
for grategic and tacticad planning. The IT organization must understand the goa's and objectives of the
agency in order to provide the most effective support.

Thelack of adherenceto records management policies and procedures creates Situations where
electronic records are not being managed and archived in an adequate fashion. This can lead to aloss
of important Commonwedlth information. Thisinformation is an asst of the Commonwedth and must
be managed as such.

Opportunities

There are anumber of opportunitiesin the environment which can enable to Commonwedth to provide
ahigher leve of service and/or reduce codts. These opportunitiesinclude:

- Emerging technologies including, but not limited to, internet, workflow, and dectronic
commerce
- Information highway capabilities including video conferencing, internet access, and
distance learning
- EMPOWER Kentucky's emphasis on technology, process redesign and funding
- Shared centra resources including the mainframe and centralized operations support
- State-wide eectronic mail network.
- Partnerships with state agencies, federd agencies, local governments and vendors
- Increased management awareness of technology
- Enterprise licensing for software and leveraged buying for hardware and services
- Geographic Information Systems (GIS) standardized data (basemap)
- Providing enabling technology to field staff to support service divery
- Improving technology where current useis limited
- “Off the shelf” software available to replace lengthy development
- Selected use of outsourcing Smilar to the private sector (as gppropriate) to supplement
existing resources or to provide skills which do not exigt within Commonwedth
resources
- Leveraging previous projects such as KETS and sharing resources
among projects such as the proposed model courthouse

The emerging technol ogies present opportunities for the Commonweslth to take advantage of
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technologies that in many cases are in wide spread use in the marketplace and can be implemented very
cost effectively. The Emerging Technologies report produced during the first phase of EMPOWER
Kentucky (http://mww.state ky.us/agencies’emgtechvindex.html) identifies twenty emerging technologies
and includes important information on each technology.

The Kentucky Information Highway and video conferencing infrastructure (KTLN) present some
excellent opportunities for the Commonwedlth to reduce costs and improve service. Thereis excess
capacity for some video conferencing resources that can be leveraged with little or no additional cods.

The EMPOWER Kentucky emphasis on process redesign should promote other departments and
agencies to redesign their processes before implementing new or improved technology applications.
The process redesign efforts may reduce costs or cycle times and improve customer service.
Technology enablers can be identified which will support the redesigned business process.

Shared enterprise services provide an economies of scae opportunity. For example, the mainframe can
be used as a database server in a client/server configuration and potentially reduce costs for server
hardware, software and maintenance.  The margina cost of using the mainframe resources may in
many cases be lower than that of obtaining new hardware, software and support services.

The state wide dectronic mail network provides the Commonwed th with atool which can be used
effectively to communicate with Sate employees, customers and congtituents and significantly reduce the
amount of paper and time used for communications. Documents can be distributed through ectronic
mail which reduces preparation cogts, delivery costs and eapsed time.

There are many opportunities available to form partnerships with other Commonwedth agencies, federd
agencies and private sector organizations. These partnerships lead to shared risks and rewards. This
increases the buy-in for project participants and increases the likelihood of success.

The increased awareness of information technology capabilities by programmeatic managers provides the
Commonwedth with an opportunity to identify technology enablersto assst organizationsin achieving
their gods and objectives.

Enterprise licensng and service agreements can provide the Commonwedth with the opportunity to
reduce software, hardware and service costs. Enterprise agreements can provide for sandard versions
of hardware and software and provide significant price advantages over Sngle purchase prices.

The GIS basemap provides a common reference of geographic data that can be used by agencies
across the Commonwedth.

The improvements in mobile technology present significant opportunities to gpply technology to the
work done by st&ff inthefidd. These opportunities can improve accuracy, reduce cycle time and
improve efficiency. Mobile computing can reduce the use of paper forms and provide instant accessto
important data.
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Many agencies operate in a very manud environment. This provides an opportunity to make large gains
at very reasonable cogts especidly in areas where key infrastructure components such as the network
are dready in place.

Thereis an increasing amount of sophisticated and adaptable software available from commercid
software vendors at reasonable costs. These software packages are often less expensve than custom
development. Depending on the complexity and size of the gpplication the implementation, maintenance
and support costs may aso be lower than for a customized application.

The growing use of outsourcing by public sector organizations can take advantage of the vendors
economies of scade. Thisis particularly true in areas where it does not make good business sense for
the Commonwedth to perform the service directly.

There are substantia opportunities to leverage resources from projects such as KETS or to cooperate
on future efforts such as the “modd courthouse” to leverage technology across a variety of gpplications
and uses. These projects may provide hardware, support resources or network connectivity that can
be used for other purposes at aminima or no additional cost.

Threats

There are d 0 threats in the environment which can cause the Commonwedth I T function to perform at
an inadequate leve. These threatsinclude:

- Antiquated laws and regulations related to information technology

- The Year 2000 problem

- Security of technology, applications, data and networks

- Inability to attract and retain the information technology resources with the required
kil sets

- The budget process often pendizes people for being efficient and saving money

- Inability to manage and meet users expectations

- The short technology lifecycle

- The rdiance on networking/potentid collapse of internet

- Proprietary products

- Federd mandates and legd rulings affecting existing systlems, new acquisitions and
funding availability

- A lack of customer acceptance and confidence, resistance to change, hidden agendas

Laws and regulations which may inhibit the use of information technology to improve a business process
must be modified or diminated. This includes Stuations which require paper forms to be processed.

The “Year 2000” problem must be addressed by Commonwedlth agencies well before the beginning of
the Year 2000. These problems can have catastrophic resultsif they are not addressed. The“Year
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2000" problem isnot grictly amainframe issue and dl sysems must be evauated to determine the
potentia impact.

The advent of technologies such as the internet and electronic commerce bring with them security
concerns. These concerns can be addressed adequately but they will require a concerted effort and
understanding of the underlying security issues.

Information technology professionds are a scarce resource and the Commonwealth must remain vigilant
in their effort to attract and retain these employees. The Commonwedth must also maintain excellent
relationships with their information technology vendors who provide information technology
professionas on a per project basis.

The current budget process provides a disncentive for managers to save money. It isimportant to
review the budgeting and funding processes to provide incentives for managers to employ technology to
reduce costs and improve service.

Unmanaged expectations for information technology can cause projectsto fail. Expectationsfor the
project need to be clearly and frequently communicated to al participants and stakeholders. Any
project can fall if the expectations are not redigtic.

The short span of the technology lifecycle can present athresat to the success of IT initiatives within the
Commonwedth. The technology lifecycle in many areasis measured in months. The Commonwedth
must be cognizant of these lifecyclesin their planning efforts and asset management gpproaches.

The reliance on the network for most IT projects and services can present athreet if the network design
is not reliable and does not provide adequate capacity (bandwidth). A consistent gpproach to network
design and awell defined set of standards can improve network religbility. Planning for future network
bandwidth requirements must be a proactive effort. Asuse of the internet continues its meteoric rise the
capacity must keep pace. The Commonwealth does not have the ability to manage the internet capacity
iSSues.

The use of proprietary products can present difficulties in leveraging and sharing resources. Proprietary
products can aso become a problem if the vendor goes out of business or discontinues support resulting
in support and upgrades being unavallable. The risks with proprietary products can be mitigated with
careful planning.

Federa mandates and legd rulings can change priorities and present unredistic deadlines which force
cabinets or agencies to make decisions which are not based on a solid business case. A cost/benefit
andyds should be performed to understand the options in order to make an effective business decision.

A lack of customer acceptance can threaten the success of any IT initiative. The customer must be
involved from the earliest stages of a project to increase the likeihood of success. Newer system
development and deployment methodol ogies include subgtantial customer involvement.
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Appendix D.

Large Project Management

Large T projects are very complex and carry with them ahigh leve of risk. A subgtantia number of
these projects end in failure or with less than optimal results. The risk associated with these projects
can be minimized with an effective project management methodology which includes adequate risk
management reviews and amodular gpproach to development and deployment. This gppendix defines
aproject management approach to be used in Commonweslth government for large IT projects.

All large projects (over $1 million in tota expenditures or 12 monthstota project time or multiple
cabinet efforts of over 12 months) will be gpproved by a Governor’s Cabinet level steering committee
prior to project start-up. A business case including a cost/benefit analysis will be presented to the
Seering committee. This business case must include areview of the exigting business process for
potentid improvement or redesign and areview of the associated business rules for vaidity. A risk
assessment will beincluded as part of the business case. Therisk assessment will identify each risk, the
scope of therisk and the cost of risk avoidance dternatives.

Processes and procedures for approva of large I'T projects will be devel oped which include cabinet
leadership in the decision process. These projects should be governed by a project management model
which includes both process and technical project leaders.

The source of funding for the project should not be a factor in deciding whether the project has merit.
The decision should be based on the business case. A poor business decision made because specid
funds are available may cost the Commonwedth much more in the long term.

Funding for large I'T projects should be done on a project basis rather than a cabinet basis. The funding
gpproach, aswell as the technology, must be integrated across organizationd entities.

The business case must dso identify at least athree year (preferably five) cost of ownership model
which includes ongoing operational costs and anticipated maintenance and upgrade costs for both
hardware and software. These costs must include the costs for initid and on-going technical and
functiond training as well as additiond costs for providing technica support for end users.

The business case should identify the primary customers and the other Commonwedth systems and
government business processes with which these cusomersinteract. This evaduation should include a
list of datathat is aready being collected from the customer. Opportunities for technology or data
integration will be identified in this process.

An outside review which includes arisk assessment and the creation and review of project performance
metrics will be performed at least quarterly on large projects. This risk assessment will be done by a
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team outside of the implementation team. The risk assessment team will be made up of representatives
from other cabinets or agencies and possibly externa resources depending on the scope of the project.
At the conclusion of each project, whether completed or not, a post-mortem will be performed to
determine what was done well and what could be improved in the next project. Thisinformation will be
shared with IT |leaders across the Commonwedl th.

Training isacritica portion of any IT project. Project budgets will be reviewed to ensure adequate
funding for training and implementation over the life of the project. Projects without adequate funding
for training and implementation activities will not be alowed to go forward.
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